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Quantum Computing is an emerging and
disruptive technology impacting various sectors
of the economy including finance. Unlike the
present computers which work on bits that exist as
either 0 or 1, quantum computers encode
information as quantum bits that exist as a
superimposition beyond those two states. This
feature makes it way more powerful than today's
supercomputers. In this context, the present paper
discusses the concept of quantum computers, its
extraordinary features that differentiate it from
classical computers and examines the futuristic
applications of quantum computing in various
spheres of the financial sector such as banking,
insurance, stock markets, and cryptocurrency. A
comprehensive analysis is conducted to put
forward several dimensions ranging from
operational and routine applications such as
fraud detection, data handling and processing,
and risk profiling to advanced and sophisticated
functions such as targeted prediction, Monte
Carlo optimization, quantum bitcoin, trading
optimization, and pricing of financial derivatives.
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Additionally, a cross-country analysis is carried out with respect to their
allocations and achievements towards Quantum Computing with a special
focus on India's progress in this field. Quantum Computing is still at its nascent
stage but has a promising role to play in the field of finance.

INTRODUCTION
With each passing day, millions of people around the globe are working
tirelessly to enhance the fourth industrial revolution. It is a phase where all the
boundaries between the physical, digital, and biological worlds become
blurred. One of the elements that is believed to be crucial in bringing forth the
true potential of the fourth revolution is Quantum Computing. In the 80s,
scientists started considering numerical calculations from an entirely
different perspective: using the intrinsic, quantum mechanical properties of
matter to solve problems (Neilson and Chuang, 2002). This marked the
conceptual birth of Quantum Computing. However, the true realization of
quantum computing technology lies much ahead in the future and it is very
evident that the first-mover advantages in this field will provide benefits in
the long run. Therefore, several countries, both developed and developing
are investing exorbitant amounts towards researching and developing
quantum technology. Moreover, varied multi-national companies such as
Google and Alibaba have set up separate research bases to try and unleash
the technology's potential.
Quantum Computing has everlasting implications for all types of industries
ranging from aerospace to health care and pharmaceuticals. Since money
and finance remains at the core of most sectors in the economy, the quantum
computer's true potential lies at the centre of the financial industry. Let us first
discuss the difference between classical and quantum computers to
understand the applications of Quantum Computing. The component which
is at the core of a classical computer is a processor. The processor is made up
of numerous small components called transistors. A computer is made of
billions and trillions of transistors and they play the indispensable role of a
switch to stop and facilitates flow of electricity. Historically, the size of the
transistor has been reducing over the years leading to twin benefits of
increased computing power and less energy consumption leading to better
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efficiency. Currently, the scale of transistors lies between 10-20 nanometres
and is expected to further shrink in the coming years. Consequently, the size
of the transistors is believed to mirror the size of an atom. At this stage owing
to a concept known as quantum tunnelling, the transistor will become
incapable of doing what it was essentially made for that is stopping and
letting electrons (electricity) pass. This will become an unsolvable problem for
classical computing. Thus, comes the role of quantum computing into the
picture which not only overcomes the above-mentioned problem but uses it
to its advantage. In classical computers, bits are the smallest units of
information and are represented by 0 (low charge) and 1 (high charge).
Quantum computers use qubits whose value is entirely probabilistic and can
be in any proportions of 0 &1 (known as superposition). This results in an
exponential increase in its power as a qubit can function both like 0 or 1 bit.
Four classical bits can be in sixteen (24 = 16) different configurations out of
which only one can be used at a time. Four qubits in superposition, however,
can be in all of those 16 combinations at once. This number of combinations
increases exponentially by simply adding more qubits. For example, only 20
qubits can store a million values in parallel. Quantum entanglement is
another feature through which actions performed on one qubit affects
another entangled qubit no matter how far apart they are. Hence, a quantum
computer sets up some qubits, applies quantum gates to entangle them and
manipulate probabilities, then finally measures the outcome, collapsing
superpositions to an actual sequence of 0s and 1s. This implies that unlike a
classical computer, we can get the entire lot of calculations that are possible
with the setup, all done at the same time.
This will increase the efficiency and effectiveness of data classification, IT
security, simulations and machine learning. Table 1 showcases the Quantum
Computing developments over the years.After the brief introduction in
Section 1, Section 2, provides a detailed explanation of varied applications of
quantum computing in financial sector. In Section 3, we examine the
quantum efforts made by countries worldwide with a deeper focus on India.
Finally, in Section 4, we conclude and discuss the policy implications
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Table 1: Timeline of developments of Quantum Computing

Source: Time toast, 2020

Application of Quantum Computing in Finance
Quantum algorithms hold the potential to provide prodigious speedups to
the way several activities are carried out today in the financial world. This
speedup is known as quantum speedup and can be used to improve and
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carry out various algorithms that were not possible on traditional computers.
In this section, we throw some light on the problems faced by the financial
sector and how Quantum Computing technology can help to overcome
them. We have divided our discussions into four components of financial
sectors namely, Banking, Insurance, Financial Markets, and Cryptocurrency.
Banking and Insurance
One of the most important roles that banks and insurance companies as
intermediaries play is that of customer data storage and handling in order to
optimize the user experience. However secondary the task of data
management for a large-scale bank may seem, it is very hard and requires
sophisticated technology. This can be illustrated by data breach events of
Bank of America in 2005 with 12,00,000 records compromised, Compass Bank
in 2007 with 10,00,000 records leaked, European Central Bank in 2014, and
the list goes on. The same was witnessed in India as well. In 2016, major banks
including SBI, HDFC Bank, ICICI, Yes Bank and Axis Bank witnessed a gigantic
data breach with over 3.2 million debit cards used for foul-play. According to
research conducted by Juniper Research, over 146 billion records are
expected to be lost to cybercriminal attacks between 2018-2023 worldwide.
Therefore, the world's largest banks including Barclays and JP Morgan chase
are shifting their outlook towards quantum computing for strengthening the
security of databases with key customer and transaction details. Better data
management helps such institutions withstand periods of vulnerability and
financial crashes as well (Trehan, 2019). In the realm of quantum computing,
the concept of quantum encryption is set to play a major role in data
protection in the coming years. Quantum encryption sends data over
quantum networks and uses a set of the system known as Quantum Key
Distribution (QKD). QKD ensures encrypted messages and their keys are sent
separately and if either of them gets tampered during transmission, they both
get destroyed automatically. Combining quantum encryption with
blockchain technology will create arguably the most hack-proof technology
in the Internet of Things (IoT) era.
Quantum computing because of its sheer dominance in processing
information also presents a once in a lifetime opportunity for banks and
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insurance companies in terms of transaction speed. With an all-time surge in
internet penetration rate due to Covid (currently 59% worldwide) and proactive efforts of the government around the world to strengthen the banking
system, it is apt to mention that the number of unbanked adults (1.7 billion) is
set to go down in the future. This in turn would lead to more transaction traffic
for banks. Quantum computer's ability to handle billions of transactions per
second will help banks meet that traffic more efficiently than present-day
technology. Just like Quantum Encryption combined with blockchain present
the opportunity for hack-proof transmission, Quantum Computing powered
by Artificial Intelligence (AI) will help banks and insurance companies
automate decision making to a large extent. Therein ridding the banks of
many operational technicalities like approval of bank mortgages and loans,
project profitability measurement, better-consulting services for clients, etc.
(Cag, 2020).
Artificial intelligence and Machine Learning are finding their way into
majorly all spheres of life with greater acceptance. This is illustrated by its
heavy influence in services provided by Siri, Alexa, Netflix, Pandora,
Amazon.com, Tesla, etc. Google's current CEO once stated that AI and
Quantum Computing are best placed to shape the tech industry in the years
to come. We are all familiar with the ability of Quantum Computing to
process enormous chunks of information in a short time. This ability can
provide artificial intelligence machines with the feedback required for them
to improve their performance, and subsequently, shorten their learning
curve (bobsguide, 2018). However, the error rate is very high relative to
current technology standards and will have to be improved drastically to
impressively harness quantum computers. This ability of quantum
computers to process large quantities of data means that they would
provide artificial intelligence machines with the feedback required for them
to improve their performance, and subsequently, shorten their learning
curve (bobsguide, 2018). Mentioned below are some ways through which
Quantum AI will empower banks and insurance companies:
Personal Assistants and Chatbots: In the times to come, Chatbot is expected to
become a force to be reckoned with. Chatbots can save up to 30% in
Customer Support Costs and 90% of the banks' interactions are expected by
customers to undergo some sort of Chatbot automation by the end of 2022
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(Chatbot Magazine, 2017). Quantum AI has the ability to undertake at the
same time billions of personalized conversations recommending billions of
personalized products, thus providing far superior customer service and cost
reduction.
Mobile Banking and Personalised planning: Nowadays people especially
millennial rely heavily on the internet to manage their finances. Quantum AI
can meet the user's needs with great precision using personal, contextual,
and predictive services and thus provide a great advantage over banks.
Automated Recruiting: We have seen how recruiting has also come under the
ambit of AI and how companies like Unilever, PwC, Vodafone, and Oracle have
used the same. Adding quantum computing to the mix will open a plethora of
opportunities in terms of more sophisticated criteria setting, better body
language judgement, better internal skills inventory management and much
more.
Big Data Analytics: Big data analytics is also being increasingly used in various
fields like hospitality, government and public sector services, energy,
education, etc. Talking specifically about banking and insurance, big data
combined with quantum computing will speed up transactional activities and
grouping of seemingly incongruent assets. Getting even more specific,
Quantum Big Data Analytics will prosper in segments discussed next:
Efficient Profiling of customers: Customer segmentation helps banks to
classify their customers by demography. However, it does not possess the
granularity to enable them gain meaningful information regarding their
needs and wants. Using big data and quantum computers, banks and
insurance companies will get the relevant data for billions of customers such
as the customer's demographic information, number of accounts and
products they have, offers they've declined in the past, products they're likely
to purchase in the future, major life events, their relationship with other
customers, attitude toward their bank and the financial services industry as a
whole, behavioural patterns and service preferences.
Opportunities for upselling and cross-selling: Businesses are 60%-70% more
likely to sell to existing customers than they are to prospective customers.

8

STRIDES - A Students' Journal of Shri Ram College of Commerce, Vol.4, Issue 1 & 2

This translates to great opportunities for upselling and cross-selling using
quantum big data analytics. For example, if some bank in collaboration with
Indigo launches credit cards on attractive terms for Air travel, it would have
been challenging to first create a database of prospective customers and
then marketing the same. However, with quantum big data tools, no matter
whatever be the size of customer information, it will be easier for employees
to spot favourable user tickets on which marketing techniques can be built.
Fraud Detection: There have been 650572 cases of identity threats alone in the US
in 2019 (The Ascent, 2020) of which around 40% are credit card thefts. Along with
this insurance frauds are also on the rise. It is discovered that out of 10 billion
global online transactions from September 2018 to September 2019, 9.14% were
found to be risky in the insurance industry compared to 5.09% across all
industries (Insurance Post, 2020). Estimates show that financial institutions are
losing between USD 10 billion and 40 billion in revenue a year due to fraud and
poor data management practices. Fraud detection systems are highly inaccurate
showing 80% false positives, causing financial institutions to be highly riskaverse. If proper credit scoring needs to be done, it can take as long as 12 weeks,
for which most of the customers may not be willing. (IBM, 2020). Quantum
computers can support highly effective pattern recognition algorithms, helping
to detect even more sophisticated acts of fraud. This way, it can result in large
cost reductions, prevent companies from losing genuine customers, and support
the IT infrastructure of these institutions (Ben Rossi, 2016).
Workplace Improvements: We live in a time where employer branding is given
a lot of importance by the employee supply in the market which has in turn
been magnified by the pandemic. So, it has become increasingly important
for banks and insurance companies to look after employee needs at all levels
as in Maslow's Need Hierarchy Theory. Big data analytics powered by
Quantum Computing will help said companies maintain even hourly data of
performance metrics, assess employee feedback, work culture trends, and
possible future conflicts.
Stock Markets
Quantum computing's specific use cases for stock markets can be classified
into three main categories: targeting and prediction, trading optimization,
and risk profiling discussed hereby.
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Targeting and Prediction: As the number of firms providing financial services
is increasing, their customers are also demanding more personalized
products and services that can rapidly anticipate their evolving needs and
behaviours. 25% of small and medium-sized financial institutions lose their
customers because of failure to provide services up to the customer's
satisfaction. The task of creating analytical models that can sift through
mounds of behavioural data quickly and accurately is near to impossible with
traditional computers. Quantum computing can be a game-changer for
customer targeting and prediction modelling. For instance, in 2019, Google
was believed to achieve 'quantum supremacy' with its Sycamore Quantum
processor for solving a calculation in 3 minutes 20 seconds that would have
otherwise taken approx. 10000 years if done by a supercomputer. (The
Financial Times, 2019).
Trading Optimization: Financial markets are known is their complexity. Every
investor seeks to maximize his returns on his investments, but there are
millions of combinations possible in making a portfolio, making it impossible
for the traditional technology to decipher the best combination of assets and
their weights due to the computational limitations and transaction costs. For
example, Multiverse Computing, a startup working on Quantum computing
technology over the course of a year, tried to find the most profitable mix
from a group of 50 assets, subject to restrictions, such as how often trades
could be made. The result was a problem with around a whopping 101,300
possible solutions (The Economist, 2020). Quantum computers along with
the market volatility can take into account customer life-event changes, into
portfolio optimization. This technology has the potential to cut through the
challenge of complexity and help the financial service providers in portfolio
diversification, rebalance the portfolio considering the market changes and
reduce the cost of the trade settlement process.
Risk Profiling: Financial service institutions are regularly asked to improve
their present methods of balancing risk, hedging positions, and perform a
wider range of stress tests to comply with regulatory requirements. Liquidity
management, derivatives pricing, and risk measurement can be complex to
calculate. Quantum computers can quickly solve problems that are
encountered in algorithmic trading with speeds that are increasing
exponentially, rather than linearly. For instance, IBM developed a quantum
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algorithm that can estimate the risk of portfolios of financial derivatives.
Classical Monte Carlo needs millions of samples to get a reasonable
accuracy, whereas, with the quantum algorithm, risk can be reduced
significantly.
Monte Carlo Quantum Methods: While using Monte Carlo methods, the
required number of simulations become very large if the purpose is to obtain
the most probable outcome. However, combining the Quantum algorithm
with the Monte Carlo method can give a near quadratic (or power 2) quantum
speedup over classical algorithms (Montanaro, 2015) even in stock market
simulations.
Pricing of Financial Derivatives: The payoff in financial derivatives contracts
depends on the future price paths of some underlying asset. Brokers must
know what should be the fair price value of the derivatives on the basis of the
state of the market. This is a pricing problem, which can be solved with Monte
Carlo simulations. But the growing number of derivatives have resulted in
high computational cost and lengthy execution times. A quantum Monte
Carlo simulation can tackle this problem effectively (Quantum World
Association, 2018).
Crypto currency
Bitcoins are accorded as one of the safest and highly encrypted form of
money storage. That is the biggest reason for them being so expensive. But
quantum technology provides a possibility to take control over this
blockchain technology. Theoretically, a 4,000 qubit quantum computer could
crack bitcoin and most of the other crypto currency's encryption in a matter
of seconds, whereas even a super computer might take 1000s of years to do
the same. (Robert Stevens, 2020). One can possibly credit their account with
free bitcoins or prevent someone from making transactions. Hackers can
derive the private key used to sign transactions from the public keys exposed
during transactions. The vulnerability that the cryptosystem is surfaced to is
due to shortcomings such as Exposed Public Key (Anastasia Marchenkova,
2019), reusable wallet addresses, fast enough attack, and possibility of Lost
Coins (Anderson, 2017). However, quantum bitcoins can offer various
advantages such as faster transactions, high scalability, anonymity, free
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transactions and better predictability (Jogenfors, 2019).

CROSS-COUNTRY DEVELOPMENTS IN QUANTUM COMPUTING
Quantum computing is all set to revolutionize the world and become the face
of tomorrow's technology. The following countries have illustrated the same
by initiating humongous and innumerable projects over the last few decades
to better position themselves in this upcoming disruptive wave as depicted
by figure 1 below:
Figure 1: Worldwide Allocations in QC
(Summary of world programs' outlay towards building Quantum Technology
in the past decade ($ million))

U.S. has always been at the top of the race of developing Quantum
Computing technology. One of the major reasons being contribution from its
"Big Tech" companies, i.e., Google, IBM, and Microsoft, which are making
significant efforts to develop this technology. In 2018, IBM secured more
patents than any other US company (most of the patents being in the field of
artificial intelligence, quantum computing, and blockchain). Google recently
achieved quantum supremacy, solving a problem in 200 seconds which
would have taken 10,000 years for a classical computer to solve. Microsoft has
developed Q#, an open-source programming language, which they will use
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to develop and run quantum algorithms (Inria, 2020). In December 2018, U.S.
Former President Trump signed H.R. 6227, to fund a bipartisan act, i.e., the
National Quantum Initiative Act (NQI). Research and development in
quantum technology were made a national priority. Through this law, the
government has dedicated $1.2 billion towards the development of quantum
information processing over the course of a decade.
China is not far behind in this race to the U.S. The country on its way to trying
to become the world's new superpower has shifted its focus extensively
towards quantum computing. China made quantum technology a key
priority in its 13th five-year plan (2016-2020) and the Made in China 2025
plan. In 2017, China announced to build a 92-acre National Laboratory,
costing $10 billion for quantum information sciences. When executed, it
would be the world's largest quantum laboratory. This center has a huge
potential to become a global hub for quantum research and a hotspot for
future quantum research talent. Like the U.S, Chinese tech giants are also
investing a lot of R&D in this field. In, 2015, Alibaba set up its own QC
laboratory to produce a 50 to 100 qubit quantum prototype by 2030. It has
also invested $15 billion in artificial intelligence, FinTech, and quantum
research. Meanwhile, Baidu in March 2018 announced the creation of a
quantum computing institute, and in the same year, Tencent established the
Tencent Quantum Lab for scientific research in quantum computing (Inria,
2020).
Canada has invested roughly a sum of $1 Billion dollars over the past decade
and is characterized by a growing private sector, exemplary research
expertise, and immense government support to innovations. Canada was
also ranked fifth in annual quantum research spending according to a survey
(The Economist, 2017). Several institutions in Netherlands are leaders in fields
like quantum Internet, quantum algorithms, and post-quantum
cryptography. A total commitment of around $150 million has been made
towards QuTech, quantum technology of TU Delft (Delft University of
Technology) and TNO (Netherlands Organisation for Applied Scientific
Research) (CISRO, 2019).
In Russia, quantum research is supported by both the government and
industrial entities. The Russian government in 2019 invested around $663

Quantum Computing: A Futuristic Frontier in the Financial Sector

13

million for the next five years into basic and applied quantum research carried
out at leading Russian Laboratories with a focus on Quantum Computing and
Quantum Simulation, Quantum communications, Quantum metrology, and
sensing and enabling technologies (Nature, 2019). In South Korea,
investments of $39.7m and $11.9m are made for developing core
QuTechnology and research base over 5 years and ultra-high-performance
computing knowledge data, convergence, system software, software
engineering, information, and intelligence systems, and HCI (HumanComputer Interaction). In Japan, the total investment made in Quantum
science and technology is around $280 million and has been made by players
like Japan Science and Technology Agency, the Cabinet Office of the
Government of Japan, etc. (Yamamoto, Sasaki and Tekesue, 2019). For
example, the Japanese Govt. launched the Q-Leap in 2018 to invest in
quantum simulation and computation, quantum sensing and Ultrashort
pulse lasers. The Moonshot project is expected to invest around ¥15-20 to
create a fault-tolerant universal quantum computer by 2050.
Australia has invested AU$130 million through federal funding and statelevel investments in QuTech Development. (IOPScience, 2019) In 2017, two
new quantum-focused Centres of Excellence were established as five-year
programs: The first centre is FLEET (Future Low-Energy Electronics
Technologies) located in Monash University and the second centre is Exciton
Science located in the University of Melbourne.
Singapore in 2007 developed a Centre for Quantum Technology that enlists
physicists, computer scientists, and engineers to conduct elementary
research on quantum physics and to build devices based on quantum
phenomena (Techinasia, 2019) Since then 2000 scientific papers have been
published, researchers have won S$40 million in grants and established startup companies and over 60 students have trained PHDs in QuTech. The overall
quantum expenditure done in the past 5 years in the country is about S$150
million. The European Commission allocated €1b of funding over 10 years to
launch the European Quantum Flagship in 2018 with the main aim to
consolidate and expand European scientific leadership and excellence in this
research area in order to kick-start a European industry in quantum
technology. France has been investing 60m € in quantum technologies every
year. The French government in 2020 launched a plan to structure a national
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strategy for quantum technologies and estimated they would require 1.4b €
over the next five years to fund quantum research. The strategic
recommendations included creating an effective environment for innovation,
delivering a tailored economic security strategy and establishing effective
governance. In January 2021, French President Emmanuel Macron
announced a five-year investment plan worth $2.2b in quantum technologies
(Lemonde, 2021).
Indian Context:
In India, the Indian Institute of Science has a dedicated research area for
quantum technology. It explores many areas like superconducting qubit
devices, single-photon sources and detectors for quantum communications,
integrated photonic quantum networks, and quantum sensors (Indian
Institute of Science, 2020). In 2020, Indian government introduced an NMQTA (National Mission on Quantum Technologies and Applications) with a
total budget of INR 8000 crores (approximately $1b) over a five-year period.
The top institutes that are currently offering education on Quantum
Mechanics in India are, Tata Institute of Fundamental Research (TIFR); the
International Center of Theoretical Sciences (ICTS); IISER Pune; IISc, and IIT
Kanpur (Misal, 2018). From a national security perspective, there are 2 threads
for global efforts. First, to build a quantum computer capable of decrypting
secrets of other countries. Second, to build one's own communication hack
proof and secure from the upcoming quantum technology. The ministry of
Electronics and IT is interested in computing aspects; Defence Research and
Development Organization (DRDO) in encryption products and, ISRO in
satellite communication.
All these initiatives may sound good in isolation, but when compared with
other countries, India lags far behind in the Y2Q ("years to quantum") race.
But what are the reasons behind this state of being? First, India doesn't have a
considerable number of workforce engaged in the field of quantum
technology i.e., only around 100-200 researchers. A lot of Indians who are
engaged in this field are working abroad in the companies like IBM and
Google. Secondly, there's a lack of coordinated efforts. There are many
researchers working in isolated communities on various aspects: quantum
hardware, quantum key distribution, information theory, and other fields. The
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complexity of this technology demands many kinds of expertise under one
roof instead of the minimal communication that is currently happening
amongst them. Third, India being strong on theory but weak on hardware.
According to experts, lack of research is not the impediment to prepare for a
quantum future, but the lack of infrastructure to carry that research out is.
However, Indian Government has also identified this gap and is working
towards it. Finally, where the private sector and big corporates are playing a
major role in Quantum technology development in other countries, India's
private sector and investors have not yet initiated efforts. Till date, the
progress has been made only by the Government, but there is a need for big
players like Wipro and Infosys to step in (Bansal, 2020).

CONCLUSION
The present paper elaborates the role of quantum computing in the area of
finance. It is developing at a striking rate due to numerous leaps taken in its
hardware development and in expansion of its conceptual theory. Unlike the
present computers which work on bits that exist as either 0 or 1, quantum
computers encode information as quantum bits that exist as a
superimposition beyond those two states. This feature makes it way more
powerful than today's supercomputers.
In this context, the present paper discusses the concept of quantum
computers, its extraordinary features that differentiate it from classical
computers and examines the futuristic applications of quantum computing
in various spheres of the financial sector such as banking, insurance, stock
markets, and cryptocurrency. A comprehensive analysis is conducted to put
forward several dimensions ranging from operational and routine
applications such as fraud detection, data handling and processing, and risk
profiling to advanced and sophisticated functions such as targeted
prediction, Monte Carlo optimization, quantum bitcoin, trading optimization,
and pricing of financial derivatives. Additionally, a cross-country analysis is
carried out with respect to their allocations and achievements towards
Quantum Computing with a special focus on India's progress in this field.
Several countries are performing outstandingly in this race of reaching
quantum supremacy including India. It is certain that financial sector would
be one of the biggest beneficiaries when quantum computers reach the
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expected level of growth. But to fully harness the power of QC a lot needs to
be done. There is an urgent need to increase the quality of the qubits and
identify a reliable means to control and perform various sophisticated
activities as described in the paper. Environmental factors (such as air, noise,
and heat) also are a cause of concern for the qubits to maintain the
superposition that is delicate and fragile (Philip Ball, 2018). Hopefully the
challenges would be addressed in years to come demonstrating a promising
role of QC in the field of finance.
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